I. INTRODUCTION
The CEO problem seeks to find tradeoffs between the sum rate of information transfer and the total distortion between the true and estimated sources. The source is represented as a random vector, the observations are assumed to be noisy, and the communication channels between the agents and the CEO are assumed to be noisefree [1] . The CEO receives observations from a number of agents. An important aspect of the CEO problem is that the agents are not allowed to communicate among themselves. The CEO problem has been used to model information and decision fusion concepts in sensor networks.
Secrecy capacity of communication channels is another topic that has been investigated over the past several years [2] , [3] , [4] , [5] , [6] , [7] , [8] . A secret communication channel models the standard Alice-Bob-Eve channel in information security and seeks to find the maximum amount information that Alice can convey to Bob while keeping this informa tion exchange completely secret from Eve, the eavesdropper. Secrecy capacity of different types of channels including noisy, fading, and multiple input and multiple output (MIMO) channels has been investigated in the literature over the past few years [9] , [10] , [11] , [12] , [13] , [14] .
In this paper, we introduce the CSO problem, define its scope, present several fundamental research questions within this framework, and discuss relevant practical applications. Limiting the discussion to the scenario in which the agents are not allowed to communicate, we seek to estimate the secrecy capacity of the CSO channel. Secrecy capacity refers to the maximum achievable rate of information transfer between the CSO and the agents without leaking any of the information to the eavesdropper. Further, we consider the CSO problem with
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University of North Texas Email:murali. varanasi@unt.edu Additive White Gaussian Noise (AWGN) and fading channels and discuss the power allocation strategy that the CSO needs to follow so as achieve this capacity.
A. The CSO Problem
The CSO problem consists of a CSO, a group of secret agents working for the CSO gathering intelligence informa tion, and another group of eavesdroppers capable of listening to all conversations as illustrated in Fig. 1 . The secret agents are not allowed to communicate with each other. Thus, cooper ation among the agents is specifically disallowed. We choose to impose this constraint to keep the problem closer to the spirit of the CEO problem. This constraint is important for certain applications. In other applications, where cooperation among agents is meaningful, this constraint may be relaxed.
Formally, a CSO framework consists of a set of N channels each of which connects the CSO to an agent and a set of M wiretapper channels. The input to the channels is denoted by X [ l ,N] , the corresponding output is denoted by y[ l ,N] and the information collected by the wiretappers is denoted by Z[ l , M ] . For simplicity of representation and without the loss of generality, the number of wiretappers is set to be equal to the number of agents, i.e., M=N. This simplification doesn't change the nature of the problem. The channels are assumed to be independent of each other such that the transition probability distribution of the CSO channel can be written as:
The CSO channel is also assumed to be memoryless, i.e., While the CSO model is intended to serve as an abstract model for secret communications, we discuss two real world scenarios that help us design the CSO channel model, identify effective ways to achieve its capacity, and gain insights into the model. 
B. Battlefield Communications
Consider a group of soldiers gathering intelligence informa tion on an enemy target. Each soldier conveys the information he or she gathers to the group leader. In turn, the group leader communicates the actions that need to be taken by each of the soldiers. Peer to peer communication among the soldiers, while possible, is not allowed. A rationale for this restriction could be the possibility that the channels between the agents are not secure enough.
C. Drug Dealer's Cocktail Party
Consider a cocktail party similar to the one described in pp. 515 of [15] , but hosted by a drug dealer. Let us assume that a group of agents from an intelligence agency join this party disguising as guests. The secret agents operate covertly and independently gathering information from the participants and passing it to the group leader.
D. Common Objectives
The CSO channel captures the underlying concept in both scenarios described above. The objective in each scenario is to pass information along to the group leader without eavesdrop per's knowledge. The backward channel, i.e., from the group leader to the agents is also as important as the forward channel. The two scenarios showcase the possible variations in covert communications in terms of the participants' awareness of the presence of team members, and possibilities of collaborations among them. They demonstrate the need for efficient resource allocation strategies that maximize the information exchanged. They also demonstrate the constraints on covert communi cations. For example, observation of mere presence of an agent may undermine the overall objective of the mission, and nullify the value of information gained thus far. Real world applications of these academic problems include secret communications in wireless networks, cellular networks, and sensor networks.
E. Central Issues
There are several interesting research questions that come up in the CSO framework. We begin the discussion with a set of simple questions related to covert communications between the CSO and the secret agents: 1) How much information the CSO can convey to any one of the secret agents? 2) How much information does any one of the secret agents can pass along to the CSO? 3) What is the sum of information that the CSO can convey to all the secret agents and 4) What is the sum of information that all agents collectively can convey to the CSO? In other words, we seek to find the secrecy capacity of the communication channels between the agents and the CSO in each direction. Power allocation strategies that achieve the secrecy capacity is another relevant research issue in this context.
F. Contributions
Our main contribution is the introduction of the CSO chan nel model and derivation of expressions for: (1) the capacity of CSO channel with independent inputs, (2) the capacity of CSO channel with correlated inputs, (3) the capacity of CSO channel with parallel Gaussian channels, and (4) the power allocation strategy for the CSO channel with independent AWGN and fading channels. Solutions to some of these problems are available in the literature, although, in different contexts. We identify such applicable results, relate them to the CSO channel, and provide more insights.
G. Organization
In section 2, a general model for the CSO problem is presented and results are derived for the capacity of CSO channel in terms of mutual information. In section 3, capacity results for the CSO channel with Gaussian channels are derived. Power allocation strategies for the CSO model are discussed in sections 3 and 4. Summary and future work are discussed in section 5.
II. A GENERAL MODEL FOR THE CSO PROBLEM
We begin with a scenario in which the inputs X [ l , ... ,Nj to the CSO channel are independent and then move on to the scenario in which they are correlated. This lemma follows from the basic definition of a wiretap channel [4] . The presence of other channels will not change this result as long as the inputs to each of the channels are independent of each other.
This result is valid only when the channel between the CSO and ith agent is exclusively used for point to point communication between them. Lemma 2: The sum capacity of the CSO channel consisting of N parallel channels is given by
where C�i) is the secrecy capacity of the channel between the CSO and the ith agent.
This lemma follows from the results of secrecy of parallel channels [8] . Here, as in Lemma 1, it is assumed that each channel i represents a point to point communication link between the CSO and ith agent.
Lemma I and 2 are valid for the scenario in which the inputs X [ l ,N] to the channels are independent. When the inputs are not independent, for example, when they are correlated, the scenario changes significantly. First, the secrecy capacity of the uplink (i.e. the channel between any agent and the CSO) is different from that of the downlink (i.e., the channel between the CSO and the agent). Second, both the CSO and the wiretapper benefit from aggregation of the inputs received from all agents as illustrated in the following lemmas. 
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Proof: Each time a secret agent sends information on a channel, the CSO makes use of the information that has been received from all other agents as side information. On the same token, the eavesdropper also benefits from aggregating the information he or she acquires by tapping all channels. As the number of secret agents increases, the secrecy capacity of the uplink between the secret agent and the CSO may increase. AWGN channel between the CSO and any one of the agent i can be described as (7) where Xi and Yi are the input and the output of the ith channel and N Mi represents the noise on the same channel. Similarly, the wiretapper's channel can be modelled as (8) where Zi represents the output of the wiretapper's channel and NWi denotes noise on the wiretapper's channel. We will also assume that the model has a constraint on average power (P) which an be described by 1 N "2 L X; ::; p. (9) i=l Lemma 5: In a CSO model with parallel Gaussian channels, the sum secrecy capacity C� s um,up,G) of the channels between the agents and the CSO has the lower bound given by:
This result is obtained by substituting capacity of parallel Gaussian channels in (4) .
Next, we look into the power allocation strategies for the CSO channel with parallel Gaussian channels. Power alloca tion for parallel secrecy channels with Gaussian noise has been investigated by Li et al. in [12] . The following theorem relates the power allocation strategy to the CSO channel and provides further insights.
Theorem 1: The power allocation strategy that achieves the sum secrecy capacity C� s um,up,G) is a function of both the sum NMi + NWi and difference NMi -NWi and it satisfies the following two constraints:
Proof:
We start with the expression for the sum capacity of the channels between the agents and the CSO. Maximization of the sum capacity subject to the constraint on the total power can be solved using Lagrange multiplier method. Writing the functional as (14) where N � = NWi -N Mi and Nz:. = NWi + N Mi. Applying Kuhn-Tucker condition again, we get the second condition for power allocation strategy, which is,
NMi NWi (15) This theorem suggests that only those channels for which (N Wi -N M i) > 0 need to be allocated power. If the threshold A is selected according to (11) , then the power allocation strategy closely follows the classical waterfilling strategy. The difference is that in the CSO problem with parallel Gaussian channels, the channels are ranked based on (N Wi -N M i).
The CSO needs to communicate with his agents only on those channels which have an advantage over eavesdroppers and use the strategy described in Theorem 1 to invest on his resources.
IV. CSO PROBLEM WITH FADING CHANNELS
A fading channel between the CSO and any agent i can be 
where Cbi , Pbi)) = �[log(l +Pbi)ai) -log(l +Pbi)bi)].
The proof for this lemma is based on the secrecy capacity of independent fading channels that can be found in [9] , [12] .
Theorem 2: In a CSO model with fading channels, if the channel state information is known to all parties, the power allocation strategy that achieves the secrecy capacity described in Lemma 6 satisfies the following constraints. 
where N� = (t-t;) and Nz:. = (t+t;). The threshold A i� chosen such that the average power constraint E[Pbi)] :::; P is satisfied. The proof for Theorem 2 is similar to that of Theorem 1 and can be found in [12] . The interpretation of the result is also similar to that of Theorem 1. The difference between the two is in terms of the dynamic nature of the channels. In the later case, the CSO needs to assess the channels more frequently to find the channels on which he has an advantage over the eavesdroppers, and allocate his resources accordingly. In other words, the CSO needs to be more aware of the state of affairs.
V. SUMMARY
In this paper, we introduced the CSO problem, defined its scope, and addressed few fundamental research issues related to the information exchange between the CSO and the agents. Power allocation strategies for the CSO problem with AWGN and fading channels has been presented. A significant aspect of the CSO problem is the restriction on agent cooperation.
It will be interesting to analyze the benefits of relaxing this constraint.
